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The State Risk and Authorization Management Program
(StateRAMP)

In the digital age, businesses require a certain level of cyber-hygiene from commercial organizations
they employ. Local, state, and federal government entities need the same assurances to protect their
interests and the citizens they represent. Risk is everywhere, which means it is imperative your
organization, as well as the third-party organizations you work with, are secure either in the form of
security audits or Authorizations to Operate (ATOs). This includes accountants, airlines, healthcare
providers, banks, public safety organizations, and many others. In the digital age, validation of
cybersecurity is critical and must go beyond compliance as a check-the-box exercise.

StateRAMP represents the shared interests of state and local governments, third-party assessment
organizations, and service providers with laaS, SaaS, and Paa$S solutions alike. Their goal is to streamline
the cybersecurity process by providing a uniform approach for validating cyber-hygiene for cloud
applications used by state and local governments. The approach is very similar to how the Federal Risk
and Authorization Management Program (FedRAMP) streamlined the process for federal contracts.

The rub with FedRAMP, however, is that many cloud service providers (CSPs) that work with state and
local agencies have no federal contracts and no need to meet FedRAMP. Thus, in the past, CSPs bidding
on state and local contracts with FedRAMP requirements were automatically excluded from
consideration. This is one of the many challenges StateRAMP is designed to overcome. State and local
governments need unbiased proof that their vendors are secure and capable of safely storing
government and citizen data, but the parties involved need an easier and more efficient process to
ensure they are meeting the requirements.

In general, the StateRAMP authorization path follows the FedRAMP path closely. It involves several steps
to establish preparedness as well as guarantee that a provider remains compliant long-term (not just a
check-the-box compliance exercise).

Steps of the Authorization Path:

1 This step merely represents the process has started and a CSP has approached StateRAMP for certification.
At this point in the process, the provider begins working with a 3rd Party Authorizing Organization (3PAO) and
StateRAMP Project Management Organization (PMO).

2. After a period of assessment, the 3PAO submits a "Ready Package" to StateRAMP officials ,which
demonstrates that the CSP is ready to handle the minimum mandatory requirements of certification. It does not,
however, suggest that you are compliant.

3. The StateRAMP organization reviews your Ready Package and determines if you are capable of completing
the audit as required.
4. This is the meat and potatoes of the review, when a couple of critical things happen. First, your IT team

and leadership will begin working with your 3PAO to prepare your full security package. Testing here includes items
like cataloging security controls and risk assessments, penetration testing, determining reporting and logging
capabilities, and more. These activities all tie back to the requirements of NIST 800-53. Following that, the 3PAO
compiles a report for StateRAMP showing that you meet the requirements and are a candidate for certification.

5. Once StateRAMP has approved the Security Package, your organization is certified, and capable of
answering any RFP or working with State agencies that require StateRAMP.
6. After being approved, your organization must, alongside your 3PAO, continue monitoring

your controls to ensure compliance with existing and updated regulations.
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In addition to fully supporting FedRAMP requirements, Q-Compliance, Qmulos' flagship software
solution fully supports StateRAMP! Qmulos is an Independent Software Vendor (ISV) delivering
Commercial off-the-shelf (COTS) innovative solutions that enable customers to achieve operational
cybersecurity risk management goals while meeting compliance requirements. Q-Compliance
disrupts the legacy IT compliance and risk management markets and enables CISOs to realize that
‘doing compliance” on top of big data is the best way to dramatically improve real operational
security. Founded on a risk-based approach, StateRAMP and Q-Compliance provide a way for
organizations to finally combine their operational security and compliance budgets, and align
resources toward one common goal: better security. o

Q-Compliance enables our customers to achieve the 6 StateRAMP steps of authorization, making the
process easy for not only the CSP aiming for certification, but also the 3PAO. StateRAMP compliance is
easily achieved and proven by seamlessly integrating the various requisite data sources into Splunk
and contextualizing the data into the numerous NIST 800-53 control requirements through pre-built
analytics and dashboards like the StateRAMP Scorecard (see below).

The StateRAMP dashboard gives the users a simple-to-use, click-through interface to quickly see L
which controls are failing and how to remediate. The result is an automated, cutting-edge way to

achieve ongoing assessments, ongoing authorizations, and continuous monitoring in a way never

done before. Q- Compliance includes the ability to perform these actions for not only StateRAMP, but

also frameworks and overlays such as NIST 800-53 r4 and r5, NIST RMF, CDM, FedRAMP, SOX, HIPAA,

CMMC, PCI DSS, NERC CIP, CJIS, among many others. Not to mention custom control groupings.
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